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DETAILED ACTION 



1. 



The response of 9/8/04 was received and considered. 



2. 



Claims 1-26 are pending. 



Response to Arguments 



3. In light of applicant's amendments to the claims and specification, the objection to the 
drawings, objection to the abstract, objection to the specification, objection to claim 5, rejections 
under 1 12 Ifl (claims 18-26) and rejections under 112 T|2 (claims 1-17) set forth in the previous 
Office Action are withdrawn. 

4. Applicant's arguments filed 9/8/04 have been fully considered but they are not 



5. On p. 13 of applicant's response flf3 & \6\ applicant asserts that the art of record does 
not teach "deriving encrypted predetermined information outside said predetermined area". 
However, Hasebe discloses deriving the permissions information in the vendor computer (Fig. 



6. On p. 14 fl[6), applicant asserts that the art of record does not teach "predetermined 
information deriving means encrypting predetermined information stored in said secure area 
using said medium-specific information or a key generated therefrom and deriving the same 
outside said secure area". However, Hasebe discloses encrypting predetermined information 
using a medium-specific information or key generated therefrom and deriving the same outside 
an area. Shear teaches that keys can be contained in a hidden area on a disc, not normally 



persuasive. 



2). 
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accessible so that an attempt to copy the disc would not copy the keys (page 15, f218). Shear 
uses a secure area for storing keys not accessible to the applications, but accessible to authorized 
components of the system, while Hasebe discloses customizing permissions based on the 
particular storage medium. 

7. On p. 14 flJ7), applicant asserts that the art of record does not teach the following element 
of claim 22: "decrypting encrypted license information stored in said user-use area using 
information specific to said apparatus or a key generated therefrom and said storage medium not 
normally accessible through typical medium-specific information or a key generated therefrom 
and updating license information stored in said secure area". The underlined portion of 
applicant's response does not appear in the quoted claim and will be disregarded. Claim 22 
recites "decrypting encrypted license information stored in said user-use area using information 
specific to said apparatus or a key generated therefrom and said medium-specific information or 
a key generated therefrom and updating license information stored in said secure area". 
However, Hasebe discloses decrypting encrypted license information/permissions information 
stored in a user-use area using information specific to the medium or key generated therefrom. 
Shear is cited for teaching using keys to protect 'metadata' that is used to determine access 
properties to 'property' on a storage medium (Fig. 3). The keys on the storage medium are 
encrypted with a key(s) specific to the apparatus so the keys in the encrypted key block are not 
exposed (Fig. 3 & p. 15 1219). 

8. On p. 15, Ifl, applicant asserts that the art of record does not teach "decrypting encrypted 
license information stored in said user-use area using information specific to said apparatus". 
However, Shear is cited for teaching using keys to protect 'metadata' that is used to determine 
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access properties to 'property' on a storage medium (Fig. 3). The keys on the storage medium 
are encrypted with a key(s) specific to the apparatus so the keys in the encrypted key block are 
not exposed (Fig. 3 & p. 15 ^219). 

9. On p. 15, |2, applicant asserts that the art of record does not teach "predetermined 
information deriving means using said medium-specific information". However, Hasebe 
discloses deriving predetermined information/permissions information using medium-specific 
information (medium number) (Fig. 1). 

Claim Rejections - 35 USC § 112 

10. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

11. Claims 1-17 are rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant regards as 
the invention. 

12. Claim 1 recites the limitation "said medium-specific information" in lines 3-4. There is 
insufficient antecedent basis for this limitation in the claim. 

Claim Rejections - 35 USC § 102 

13. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 
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14. Claims 1, 2 & 1 1 5 as best understood, are rejected under 35 U.S.C. 102(b) as being 
anticipated by U.S. Patent 5,392,351 to Hasebe et al. (Hasebe). 

Regarding claim 1, Hasebe discloses encrypting predetermined information/permission 
information (Fig. 2 #13 & col. 4, lines 9-30) that is stored in a predetermined area (Fig. 2) of a 
recording medium/storage medium using medium-specific information/medium number (Fig. 2 
#12) or a key generated therefrom (Fig. 2 #21 & col. 4, lines 9-30) and deriving said encrypted 
predetermined information/permission information outside said predetermined area/user 
computer (Fig. 2). 

Regarding claim 2, Hasebe discloses a first area storing said predetermined 
information/permission information and a second area different from said first area (Fig. 2 #13- 
14). 

Regarding claim 11, Hasebe discloses said encrypted predetermined 
information/permission information stored on a second recording medium/permission 
information storage medium different from said recording medium/software storage medium 
(Fig. 13). 

Claim Rejections - 35 USC § 103 

15. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 
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16. Claims 3-7, 9, 13, 18, 19, 21, 23 & 25, as best understood, are rejected under 35 U.S.C. 
103(a) as being unpatentable over Hasebe in view of U.S. Patent Application Publication 
2001/0042043 to Shear et al. (Shear). 

Regarding claim 3, Hasebe discloses a system, as described above, with a user-user area 
(Fig. 2 #14 & Fig. 12) but lacks the first area being a secure area not subject to control by 
external instructions. However, Shear teaches that keys can be contained in a hidden area on a 
disc, not normally accessible so that an attempt to copy the disc would not copy the keys (page 
15, |21 8). Therefore, it would have been obvious to one having ordinary skill in the art at the 
time the invention was made to include a secure area for storing predetermined information, the 
secure area not subject to control by external instructions. One of ordinary skill in the art would 
have been motivated to perform such a modification to prevent copying of the predetermined 
information, as taught by Shear (page 1 5, %l 1 8). 

Regarding claim 4, Hasebe, as modified above, discloses encrypted electronic data stored 
in the second area (Fig. 2 #14) and predetermined information/permissions information stored in 
the first area (col. 5 lines 31-39). 

Regarding claim 5, Hasebe discloses the predetermined information/permission 
information (Fig. 2 #13) being stored in a said first area (Fig. 2) of a recording medium/storage 
medium and encrypted using said medium-specific information/medium number (Fig. 2 #12) or 
a key generated therefrom (Fig. 2 #21) and the encrypted information/permission information is 
stored in a predetermined area (Fig. 2). 

Regarding claims 6 & 9, Hasebe discloses a system, as described above (Fig. 13 & col. 
10 lines 50-59), but lacks encrypting the predetermined information/permission information with 
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information specific to an apparatus that drives the second recording medium (or a key generated 
therefrom). However, Shear teaches using keys to protect 'metadata' that is used to determine 
access properties to 'property 5 on a storage medium (Fig. 3). The keys on the storage medium 
are encrypted with a key(s) specific to the apparatus so the keys in the encrypted key block are 
not exposed (Fig. 3 & page 15 ^|219). Therefore, it would have been obvious to one having 
ordinary skill in the art at the time the invention was made to encrypt the predetermined 
information with a key specific to the driving apparatus. One of ordinary skill in the art would 
have been motivated to perform such a modification to prevent keys/data from being exposed, as 
taught by Shear (Fig. 3 & page 15 ^219). 

Regarding claim 7, Hasebe discloses a system, as modified above, where the encrypted 
predetermined information/permission information is stored in said second area (Fig. 2). 

Regarding claims 13, 21, 25 & 26, Hasebe discloses a system, as described above (Fig. 
13 & col. 10 lines 50-59), but lacks further encrypting the predetermined information/permission 
information with information specific to an apparatus that drives the second recording medium 
(or a key generated therefrom). Regarding claim 26, Hasebe discloses a second recording 
medium (Fig. 13). However, Shear teaches using keys to protect 'metadata' that is used to 
determine access properties to 'property' on a storage medium (Fig. 3). The keys on the storage 
medium are encrypted with a key(s) specific to the apparatus so the keys in the encrypted key 
block are not exposed (Fig. 3 & page 15 1J219). Therefore, it would have been obvious to one 
having ordinary skill in the art at the time the invention was made to further encrypt the 
predetermined information with a key specific to the driving apparatus. One of ordinary skill in 
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the art would have been motivated to perform such a modification to prevent keys/data from 
being exposed, as taught by Shear (Fig. 3 & page 15 ^[2 1 9). 

Regarding claim 1 8, Hasebe discloses an apparatus/vendor computer (Fig. 2) with a 
stored medium with medium- specific information/medium number (Fig. 2 #12) and comprising a 
user-use area allowing reading out of information/permission information (Fig. 2), the 
apparatus/computer managing information of a recording medium wherein license 
information/permission information based on use rights for any information stored in a user-user 
area is stored in a secure area (Fig. 2) and write and read out means/vendor computer and user 
computer transferring information to and from a user-user area predetermined information 
deriving means/vendor computer for encrypting predetermined information/permission 
information (Fig. 7A) stored in the secure area with medium-specific/medium number 
information or a key generated therefrom and deriving the same outside the secure area (Fig. 2, 
#13, 22 & 23). Hasebe further discloses reading/user computer and writing means/vendor 
computer (Fig. 2) to read and write to the user-use area and encrypting permission information 
with medium-specific information/medium number (Fig. 2 #12, 21, 23, 22 & 13). Hasebe lacks 
a secure area not subject to control by external instructions. However, Shear teaches that keys 
can be contained in a hidden area on a disc, not normally accessible so that an attempt to copy 
the disc would not copy the keys (page 15, 1f2l8). Therefore, it would have been obvious to one 
having ordinary skill in the art at the time the invention was made to include predetermined 
information deriving means encrypting predetermined information stored in a secure area not 
subject to control by external instructions. One of ordinary skill in the art would have been 
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motivated to perform such a modification to prevent copying of the predetermined information, 
as taught by Shear (page 1 5, 1J2 1 8). 

Regarding claim 19, Hasebe discloses storing encrypted license information/permission 
information in a user-use area (Fig. 2 # 13 & Fig. 12) 

Regarding claim 23, Hasebe discloses transferring the license information stored in 
medium 1 to another user (col. 5 lines 3-16 & col. 11 lines 20-33). Hasebe does not explicitly 
disclose transferring to another medium (although it is implied in that licensing information is 
stored on a storage medium and therefore the transfer of licensing information to another user 
would imply transferring it to another medium), however, it would have been obvious to one 
having ordinary skill in the art at the time the invention was made to transfer the information to 
another storage medium. One of ordinary skill in the art would have been motivated to perform 
such a modification to transfer the information to another users storage medium to transfer 
privileges, as was well known in the art at the time the invention was made. 

17. Claims 12 & 15, as best understood, are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Hasebe in view of U.S. Patent 5,191,61 1 to Lang. 

Regarding claim 12, Hasebe discloses a system, as described above, but lacks updating 
the predetermined information/permission information. However, Lang teaches that to authorize 
a user a specific number of information retrievals, a personal access device (PAD) can receive an 
update command reflecting the users' updated privileges (col. 12 lines 36-58). Therefore, it 
would have been obvious to one having ordinary skill in the art at the time the invention was 
made to enable the updating of the predetermined information. One of ordinary skill in the art 
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would have been motivated to perform such a modification to limit data retrievals by users, as 
taught by Lang (col. 12 lines 36-58). Further, it is inherent, based on the key(s) used for 
encryption, that decryption will use the same key(s). 

Regarding claim 15, Hasebe discloses a system, as described above, but lacks the 
medium-specific information/medium number being visually displayed on the recording 
medium. However, Lang teaches that by displaying information visually on a device for 
controlling access to data, a user can manually enter the data into another device (col. 6 lines 55- 
59). Therefore, it would have been obvious to one having ordinary skill in the art at the time the 
invention was made to visually display the medium-specific information/medium number on the 
recording medium. One of ordinary skill in the art would have been motivated to perform such a 
modification to allow for manual entry of the medium-number into another device, as taught by 
Lang (col. 6 lines 55-59). 

18. Claims 8, 10, 14,46, 17, 20, 22 & 24, as best understood, are rejected under 35 U.S.C. 
103(a) as being unpatentable over Hasebe in view of Shear, as applied to claims 7 & 13 above, in 
further view of Lang. 

Regarding claims 8, 10, 14, 17, 20, 22 & 24, Hasebe discloses a system, as modified 
above, but lacks updating the predetermined information/permission information. However, 
Lang teaches that to authorize a user a specific number of information retrievals, a personal 
access device (PAD) can receive an update command reflecting the users' updated privileges 
(col. 12 lines 36-58). Therefore, it would have been obvious to one having ordinary skill in the 
art at the time the invention was made to enable the updating of the predetermined information 
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stored in the predetermined/first area or secure area. One of ordinary skill in the art would have 
been motivated to perform such a modification to limit data retrievals by users, as taught by 
Lang (col. 12 lines 36-58). Further, it is inherent, based on the key(s) used for encryption, that 
decryption will use the same key(s). 

Regarding claims 16 & 17, Hasebe discloses a system, as modified above, but lacks the 
apparatus-specific information being visually displayed on the apparatus. However, Lang 
teaches that by displaying information/code visually on a device/smart card for controlling 
access to data, a user can manually enter the data into another device (for key generation and 
challenge-response identification) (col. 6 lines 55-59 & col. 7 lines 44-65). Lang further 
discloses electronic transmission from the smartcard to another device such as a reader (col. 12 
lines 53-58). Therefore, it would have been obvious to one having ordinary skill in the art at the 
time the invention was made to visually display the information specific to an apparatus on the 
apparatus. One of ordinary skill in the art would have been motivated to perform such a 
modification to allow for user access to the apparatus-specific information for entry into another 
device to derive a key or entertain challenge-response identification, as taught by Lang (col. 6 
lines 55-59 & col. 7 lines 44-65). 

Conclusion 

19. Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 
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A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 

20. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Michael J. Simitoski whose telephone number is (571) 272-3841. 
The examiner can normally be reached on Monday - Thursday, 6:45 a.m. - 4:15 p.m.. The 
examiner can also be reached on alternate Fridays from 6:45 a.m. - 3:15 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Gregory Morse can be reached at (571) 272-3838. 

Any response to this action should be mailed to: 

Commissioner of Patents and Trademarks 
Washington, DC 20231 
Or faxed to: 

(703)746-7239 (for formal communications intended for entry) 

Or: 

(571)273-3841 (Examiner's fax, for informal or draft communications, please 
label "PROPOSED" or "DRAFT") 

Any inquiry of a general nature or relating to the status of this application or proceeding should 
be directed to the receptionist whose telephone number is (571) 272-2100. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 
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may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 




MJS 

November 29, 2004 




GKE<K)RY MORSE 
SUPERVISORY PATENT EXAM'NER 
TECHNOLOGY CENTER 2100 



